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Why?

Why do I need to organize my electronic records?

It 1s the law

Section 30-4-20 defines a public record and states “includes all books, papers, maps,
photographs, cards, tapes, recordings, or other documentary materials regardless of
physical form or characteristics prepared, owned, used, in the possession of, or retained by

a public body”

Cost and Efficiency

Long-term maintenance costs

Historical Relevance




Legality

SC Public Records Act

Section 30-4-20(c) definition of a Public Record: “includes all books, papers, maps, photographs, cards, tapes,
recordings, ot other documentary materials regardless of ths1cal form or characteristics prepared, owned
used, in the possession of, or retained by a public body...

Section 30-1-90 Archives shall assist in creating, filing and preserving records; inventories and schedules.

Freedom of Information Act

Section 30-4-10 — 30-4-165 supports government accountability and the rights of citizens to inspect public
records.

Uniform Electronic Transactions Act

Section 26-6-10 — 26-6-210 elevates electronic records and signatures to the same level as their paper
counterparts.




Digitization

(Look before you leap!)

The process of transferring paper
records to electronic records

Look at your retention schedules
BEFORE you digitize!

What is the retention period?

How much room do the physical
records occupy?




. ARM-13- Authorization for Disposal of Original s
Paper Records Stored As Digital Images

SC DEPARTMENT OF ARCHIVES & HISTORY
AUTHORIZATION FOR DISPOSAL OF

ORIGINAL PAPER RECORDS STORED AS
DIGITAL IMAGES

1. RECORD GROUP NUMBER:

RETURN TO:
SC Department of Archives & History
Records Services Branch
8301 Parklane Road
Columbia, SC 29223-4905
Telephone: 803-896-6123 FAX: 803-896-6138

INSTRUCTIONS

1. Complete one form for each record series.

2. Complete all of Part I.

3. Under Part Il, check box A or box B, as appropriate, and sign.

4. Send the form to the address at left.

5. Do not destroy the paper records until we return the form to you with
Part Il completed.

6. Upon receipt of the form, destroy the records, complete Part IV, and
retain the form permanently to document the disposal.

PART | - IDENTIFICATION OF RECORD

2. Name of State Agency or Local Government

3. Name of the Division, Section, or Office

4. Record Series Title

5. Schedule Number

6. Inclusive dates of paper records to be destroyed

7. Cubic feet of records to be destroyed (estimate)

8. Retention period (If less than 10 years, check box A under Part Il below.

If 10 years or more, check box B.)

9. Is this a vital record? (Essential to the continuity of services during a
disaster or to the restoration of daily business when it has been
interrupted)

[0 YES O No

10. Are security copies of the digital records and indexes being placed in
off-site storage?

O YES O nNo

11. If yes, where are the security copies being stored?

12. Name of Person Completing Part |

13 Telephone number




PART Il - CERTIFICATION

RECORDS WITH A RETENTION PERIOD OF LESS THAN 10 YEARS

A. [ 1 certify that | am authorized to act for my government body in the retention and disposition of records identified in Part | of this form and that the
digital image records have been visually inspected and are legible and correct.

RECORDS WITH A RETENTION PERIOD OF 10 YEARS OR MORE

B. [ I certify that | am authorized to act for my government body in the retention and disposition of records identified in Part | of this form and that my
Agency or local government will comply with items 1-7 on page 2 of Public records information leaflet no. 13, Public records stored as digital
Images: policy statement (revised 24 June 2005).

14. Namet/title of authorized state agency or local government 15. Signature: 16 Date
representative:

PART Ill - STATE ARCHIVES APPROVAL

17. Disposal of the original (paper) records identified in Part | is 18. Reason for non-approval
[1 APPROVED [1 NOT APPROVED
19. Signature of State Archives representative 20. Date

PART IV - DISPOSAL VERIFICATION

I have properly disposed of the paper records identified in Part |

21. Signature of person disposing of records 22. Disposal date.




Leatlet #13- Public Records Stored As Digital

Images

Ensure the production of appropriate indexes or other finding aids that waill
provide access to the information contained in the records

Maintain security copies of the digital records and indexes in a secure off-site
location

Migrate and convert both the working and security copies of the digital
records and indexes either every 10 years or sooner if access to them 1s no
longer possible because the digital imaging records system has been

upgraded or changed




Leatlet #13 (continued)

Sample both the working and security copies of the digital records and indexes at
least once a year to make sure the data is still readable and recopy immediately 1f
loss of information is detected

Certify that the digital image records have been visually inspected and are legible
and correct

Certify that they have established written procedures and maintain written
documentation of compliance with 2-5 above

Obtain an authorization for disposal of original records % advance from the South
Carolina Department of Archives and History




Format Obsolescence

What is it? Prevention
When a file format is no longer Know your formats
supported

Text files, graphics files, data files,
spreadsheet files, video and audio
files, markup languages

When does it happen?

Limit your formats
Constant




Example ot a wrong program

Eile Edit Format View Help

| 404 - Notepad

yoya {IFIF ¥0 C g—e|Qeee Betlgaretlieyes $. 0 " #(7),01444'9= 82< 342y0 C
| sgmzll77????7?7??7?77?????777????7;‘7????7?7????777????;‘;‘yA € det "y

gL YA P} LUtz 15 =1 11AQuaq" | 12BR:AD , RBr3CT aa%sﬁ\m$cdsZ4DEUu,,”£*A0yA !
L Uh YA 4 - 5! JLOTI1A"230aqmB AR 250 st 144 ? 2@-0f

“EY, "A-£400a
"ET\E2E0R"08%(i=7U | Imx«*0e€210» "' 2V}151%8-35 YH-$OoNk@SIME § \1’8"ZtItIX(‘]U{!I;ZLﬂ"—Eebu(]A"f'\,'.r{\t’.l\(‘fl@’Uﬂ(0 80
(LyUROAZL®»b°B E40Q/y..B" 71Z282Zm=ACa[0" {|R uN"%¥Iwti8 $TA|"y'E_rieollta: -kdoIIltumelk e~ .IeVuJ.a}kAN
%D ‘évu
“»0-6,, <N<£-el%LS?uyz - Az+]—Tee“‘ <EAS/vY*hA»PERT“SB*CCCAS’ j_/+—fiUSEAaAY” \/lé)n41Tii‘\vag%n AéY{0s
\e{MPi»] /@ «|p|0® [KVOA"OCxTvAL—; , I%-KEU¥KAdp™ OVA’*4}\NSmUkA Ve -V{2ZHO-{54A]
I’J]fskOswEa@mrx;4“>JUueuh®poc+‘|\IazY«urR|<>S|,1>>A%zl$%vf 1G-TIMCFY—"+<Jy2 6~ L6\/bNN©OIOHp0 &N gz’Y0€Lx

€as’ jO0*0E2-KI[&00..422 |YO_6N|209uhFy -« (®HaHpCSTDTadx0I+ EAxOI'dae-a] jrATSQITTTE*u?L- v

W Ty-§3M1  Az2eZd0R " 99«NSY9)EUYNVE [60°0961291,, « <EEEDTTRUE UnEn-Onudh - :4Y) «9;7G7éa
%al)(éiazb; jlJz0°é o2 9s5-%,

.L/a%0{®0~€A sTI08 - }VZ{S2AINRZ ¢o«5>] " «i%.Y y+0u | C ri-6 |-31%2000C; =H
8vae®e“ k-{OSC»GrE FIfdITRZOA éM:U1€&3c3="F05Q" ]JR*86Ac+Nk5x - (06150 0" =@ 08T4U-°R
AIJGE“ypSG&“‘eA 7-Mf1@A«D4 +6j Y¥kc--1R{§aZ; Z7ubIaTibXQIHU."9QEIB«YE+TU " I-OY$a%L(;UEu4pk
Sér-z™'dWgtxiysu; {ehé& SkA m-Up Uy %u3je- +A m405 Qb -Q+] $°A FSURE? K-

UﬂNZ-,—JstS oTaeg"/‘B pA-d[-++0nFod-{"8+0-/§/,Vt “H-WI0Q+épézs6b . 5) @A | VNMF $8A/EFA07 T XE 10—
$SstDe>ward %k8np}é‘s” KS$ﬂTWFaJ [r-xi- e%kV2+g z00+2'0an97ay K3 eE TA-S0/; B>%3-1E . *
=2i_p| E%B%Dﬁ%QaeaDOAUJUer+Y<LHa2"f+ m»Yo/SIOthV}}a@ JeYleJ\UW zUé~Nk

nyyZ-031-Yuy II\AGy $+e0Ly tgo, /Y ,B-OJT%EEWSY+ L14-Z0vigt’; (8Ed TTA2»8pV"(EE <-wy-£(0"
<N545; 20 eT5) 1AuvsU{n8NItosAI\/©UtV]E[Uﬂ+ 624: S1CxZAw_79AV2>1-@ h”
-eeruUOE*tSB BSG'\I m=53a-T47ax2nf_ WaﬁéKaeHcZABcH)\ 0~ 1l

aOOZIAZ"G UD*4UQ>04dc,,160)y-xka b*3a] yLoFU | Xe<Y(; 060,,ySheXST7uui?y—1 c%
MENAZN"' §©ay _Nao0T7AUN|S+2728L1Ye; TMGW—Q émp a7, u0064 Tf2.EZE\«ezxATA
(©74GAMNAROOTUZPIE | a+ OTUU CYI»I\“wcwzu/UA€-,t)zZZy“etI§%\Pe$r54”$0ﬂe-ﬂ[l SRr146-t2YIuQyvAs> JETT0S
LxYUSZYGTIA_Br, +6- | HO-Q30- $+05" AEIWHA>PN]G¥UBT ;- -UMKAE> e]7b®»v1c1 -8JTANAS{TPCpOVE ;lU0X: <f&

_>IHMYREYKGL 1 I3MHzaw- c(woeao% LGOV4A- 9]0W‘{$5W+<<]«£"E 1, anU(/lua}L Qwe]aeatlmy bO-E§ | {U@2Y. 6—
1EOAGKY&FAsO+f« | V¥ RATT. 8" ' >— 68setz-1D Th'x/>eTylall " €| LoIVeS < U@
&UON>D® TE, UR"ALIA-M°é623Q_af_Fy -uD3ad;’ 26GpyosoL‘06]
Z2UAPVA#x*Qé«0:Uao | » []mo'lE§©NEE%Lp03uﬁse<B—+lSW»L0©00A7¢0U‘U»N 1EE$-_2a00,a:-,ymdAeCk: zd 3
-6E<IP’0I™Z “\fADE-az%IIIA 1 e+1305+ay+19: rIYb§1y4gEut“‘Kt]o h(;i10© 1RR-h>zhk 7 %0C L~ -W:éy y A'y
M0)x HeatsVhkrax®®AuSIMp ' *hely|s? N\l1lp@ nT Cche’y_ D  =UN"}MEmEFRD;«0,+ @d"_-a]

07=7 | r9-uS0yx55-twpy JOVZErE*poQpoALsifzs wée’ 0VQ0AasI1e6000#7 <SxUN\»ZhL , k}Sa>@ r-MESR#—
eAxAZ-_<aC"\10.5zn| " 3poR#" " UXVyd\}E @82~Zh¥-X 11™k-Oua-n[a+5f - “aBQ‘A)AUUm \]K#Zoa¥™3E

Tkt §40TE*u(®#UAW-+ JYUECES >t Iwd T, /|0U(15n$+kaﬂ£7©e%63®aae 6op” ¥eERpSo-

Ceinix‘ '02/1cAQxa- Ve Aap0G--MTnIx0EZose+5C’ 13HylAa¢2u0e>>OUeX ’{«U{OA/-110-Qu, ~01FIStwaTNa " I#0+!
$1Rz ' 1S0nAY%}SE—~EUCO¥IIKkKY ¥z - n@s¥\§& UMZ™<éx«TOE-T7NEBx§F|TOUO* 3etM- J¥llQ]auE}aa%ﬁ'“< E3AYipIne
C(11@IRODru0Zwl_za}aM§s20 01 -41TBoT 'DOA™BCL " *C6"S™IXVOLA; o "v¥+bR 21/ u“bD+eaE(19<pUa+[)&ZE1 :
Q\/OOa.e\f<<4um-EzImIDatZ<1m%e»/L UD16~ Imo@aAI{.IwSE“ﬁ.HAA-LUaJIHHE U"uMB», £-E€3EY.5%5|LO5T28 "%
\VIT>) o>dlls %, a " y[ILWEE, jud | (U~Gea* +A0sU DN¥ A+ERAM Aka ZZXO“&y&m“cgaM&ﬂa 0. f/g]u[)aGACerw'G?
< UX%SGN%{0U++)>)§MUX@UUV£EE89,,N<S FIgTOZ < 42 "E>%; ¥-0UR T' 3. dr»7 | 61¥1 +BUSUPj i @a-AH ERY AV
Cgtp_495j-@Twhv:xy?)>Ede’ >00N2%MF£V<><] 101y0A" MES04-12/_TZ2AL %1 }aS ON- vsdﬁR%STUk-“@EpIIM §etOlve.
®©F1Lzb£m§[auu KAE fA3[ja 0€ LAp§_é<2 tAzclx: |~
%L 1 IV SLEHY ‘uUbIEYHF]U[IéI.eTu A/ aM~EAD %> “§3»11. 1 ,AKYZy-u/e%E_AUk $5%0ASs dé. Ebz DG®

n




©Toons4Biz *

illustrationsOf.com/7803

‘Born Digital’

Records that are created, used,
stored, and destroyed in electronic
format only

For instance, databases, spreadsheets,
email, etc.

Require same organizational criteria
as digitized documents
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File Naming

Naming Conventions

SEEMS To BE

Consistency is key

Tie the files/folders to their paper

CAUSING THE (73 AT e B
SECP%%‘BL P KREYEOARD, “&' counterparts and to other files on the

Server

Use file names to determine
official/record copy

Think longevity

Create an index
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EDM systems

Benefits

Manage documents for you

Save employee time

Questions to ask vendor
Is the software proprietary?
Is there an option to delete records?

What happens if the company ceases to
exist?




Pro
Cheap
Convenient (BYOD)
Centralized I'T support
Concerns
Where 1s your data?
Enforcing retention
Truly deleted?
Who owns the data?
What if it gets hacked?

Cloud Computing




E-mail and Social Media: Platform vs. Public
Record

Microsoft Outlook, G-mail,
Facebook, Twitter, Instagram, etc.
are platforms.

There 1s no one retention period
for either ‘e-mail’ or ‘social media’

The information produced or
shared within the system may be
considered a ‘public record’

‘E-mail’ and ‘social media’ are not
individual record series’.

Retention is based on content and

may fall under several different record
series’.




Determining the Value ot Records, of,
What would you do with it if it were paper?

Values of Records Some of the most common record
Administrative types in e-mail:
Fiscal Correspondence (Executive and Non-
executive levels)
Legal . .
SR Agendas and/or meeting minutes
Historical

Policy files/directives

Project files/documents, etc.
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What 1s NOT considered a public record?

Spam g
Listservs g .
IF the recipient does not respond to the e-mail %Iﬁﬁ! !
Vendors g
IF the e-mail is unsolicited and does not result ‘%
in any follow-up ﬁ
Personal e-mails g
Please DO NOT use a work e-mail to send or

receive personal e-mails

Convenience Copies

Sl o 1060 BRIGAT DA, 2
WAG 1T T0 DO A DIRRCT | ®
MARKETING CAMPAIGN

NI Q-MAIL R,

)

©




Who is responsible for e-mail?

Sent from Inside the Agency:

If the message is complete and un-
altered, the sender can be responsible
for maintaining it.

If the message is changed or replied to,
the receiver (aka the new sender) can be
responsible for maintaining it

Note: if there are multiple replies,
between several people, only the final
version of the e-mail needs to be kept.
Provided that it contains ALL of the
replies and the original message.

Sent from Outside the Agency:

It 1s the responsibility of the person
who receives the e-mail.
Note: If the person receiving the message is
not authorized to respond to the e-mail and
forwards the message to someone else, the

person receiving the forwarded message is
responsible for maintaining it.

If sent to multiple people, only one
copy needs to be kept.




What parts of the e-mail need to be retained?

Short Answer: All of it

Long Answer:
Recipient and Sender
Full names and e-mail addresses

Each recipient, if sent to multiple
people
Date and time of receipt

Body of e-mail

Subject line

Any attachments

Official copies of attachments may
be kept elsewhere, but some record
of what was attached needs to be

kept.




How to save e-mail

Option 1: Print e-mail

Not an ideal solution, but it is still an
option
Option 2: Move the e-mail out of

inbox and onto another portion of
the server

This includes all the body of the e-

mail as well as all metadata and
attachment(s)

Option 3: Employ an EDM system
to deal with e-mails for you.

Note: An e-mail inbox 1s NOT an
EDM system. E-mails should not be
left in an inbox longer than necessary,
especially if an e-mail needs to be
retained for a long period of time.

Option 4: Any mix of the other
options.




Social Media Retention Policy Starter Questions

Who in the agency can access
agency social media accounts?

Note: This policy should only apply
to agency social media accounts. It
does not apply to personal social
media accounts.

What retention schedule best
describes agency social media
accounts?

How will the agency handle
comments and replies?

Can the agency employee use Likes,
Follows, etc.?

What will the agency do about
inappropriate content?




Who and What?

Who is authorized to use agency social What retention schedule best describes
media accounts? agency soctal media use?
It 1s best to authorize fewer people to Press Releases

use agency social media accounts. This
will help ensure appropriate use of

social media. Correspondence

The exception being agencies that
maintain multiple accounts in the same
platform. Multiple people may be
authorized to use the accounts; they
should all be made aware of any agency
social media policy or guidelines.

Photographs




Public Interaction

Decide how the agency will handle Likes, Follows, etc.

comments. There should be a general policy of

Telephone neutrality to outside politics and
agencies. Keep interaction limited to
organizations or agencies within the
Direct Messaging same field of practice.

E-mail

In the comments thread?




How to Handle Inappropriate Content

Inappropriate content should be removed in a timely fashion. But, a record
of the inappropriate content may be kept elsewhere.
If necessary, keep a record of what the content was, what form it was in (post,

comment, etc.), what platform it was on and when it was posted. This information can
be kept elsewhere on the server, but out of public view.

le



Transferring Permanent Electronic Records to
the Archives

Part I1: Record Information
13. Retention Schedule Number associated with these records:

Sa— 14, Retention Schedule Title associated with these records
SC Department of Archives & History

Electronic Records Transmittal Form

15. Variant Title (Within Agency):

f Transmit Records To: Instructions: 16. Estimated size of Transfer (MB) 17. Inclusive Dates
South Carolina Department of Archives & History 1) Decide which records are ready to be transferred.
Records Management 2) With the help of SCDAH, determine the best 18. Electronic Media included (Please check all that apply) 19. To the best of your knowledge, do these records contain
8301 Parklane Rd method of transfer for the chosen records. Personally Identifiable Infc (PI): O YES O NO
. < 3) Complete the following transmittal form.
(%o‘lumbla. .SC 29223-4905 4) Please complete one form per retention schedule O Tape If'yes, what kind” (Please check all that apply)
clephone: 803-896-6119 5) Send the completed form and transfer the electronic 0 CD/DVD [ Social Security Numbers
Fax: 803-896-6138 records to the Archives 0O Hard drive O Credit Card Numbers
E-mail: jhills@scdah.sc.gov [ Removable Hard drive 0 Passwords or PINs
Part I: Agency Information 0 Other O Other
3 1. Record Group Number: 2. Date of Transfer Please describe
3. Agency Name 4. Division Name: o -
20. File Format(s) included (Please check all that apply)

O PDF or PDF/A
0 Microsoft Office

5. Address: 6. Name of Records Officer (RO)
O Word O Excel O PowerPoint O Access 0 Publisher
O Images
7. Records Officer Telephone Number; 8. Records Officer Signature: 0 JPEG O TIFF O PNG O Other
0 Database (.accdb, mdb, .dbf, sql)
9. Records Officer Email Address: O Email (pst files)
O Audio (.wav, .aiff, wma, mp3, mda)
10. Name of Transfer Contact (if different from RO) 11, Telephone Number: O Video (.avi, mp4, mov, wmv)
0 Other
12. Transfer Contact Email Address Please describe
/’F{ \ / (‘a‘ £
T, ’-'T.“.f‘.‘ff" i o = > 2 s e o s bt et
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Questions?
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Jessica Hills
(803) 896-6119
jhills(@scdah.sc.gov

https:/ /scdah.sc.ocov/records-management/electronic-

records/electronic-records-management-guidelines
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