E-Records and You:

Risk Mitigation &
the SC Electronic Records Archive



Why is it needed?

0 ER/IT may not always be considered in a disaster plan

O The Nature of ER

0 Data recovery vendors are very expensive



Risks to Electronic Records

Fire
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Flood

(@]
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Power surges and electrical failures

Hardware failure

(@]

File format obsolescence

(@]

(@]

Hacking ‘

O«

Data degradation



1 JUST READ THAT
A NEW COMPUTER
CHIE 15 0N THE
MARKET. YOUR
MACHINE IS

OUT OF DATE.
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YOU'RE BERIND THE
CURVE. TECHNOLOGY
[5 RACING AHEAD
WITHOUT YOU. YOU'RE
NO LONGER STATE-Of -
THE-ART OR LEADING
EDGE. )
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Intermel: SeTtAdams@A0L LEM

SOMETIMES I BOUGHT

PEOPLE LIKE  THIS THING
YOU CAN GET  YESTERDAY!!
JoBs IN

MUSEUMS.




Human error!
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Accidental deletions

No backups

Overwriting a file accidentally
Use of insufficient passwords

Uninstalling or overwriting software



I MIGRATED OUR

NORTHERN DATA

CENTER TO THE
CLOUD.

Dilbert.com DilbertCartoonist@gmail.com

BUT THE CLOUD
STOPPED WORKING
AND I CANT FIND

THE PHONE NUMBER
FOR OUR CLOUD GUY.
|
S0 ... WHATEVER.
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YOU
LOST
OUR
DATA
CENTER?Y

THATS
ONE WAY
TO LOOK

AT IT.




Risks to Removable Media

Obsolescence

(@]

Media Failure

(@]

Overuse

(@]
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Improper handling

(@4

Improper storage conditions




HELLO, THIS IS
DOGBERT'S ALL-
NATURAL AND
HOLISTIC TECH
SUPPORT.
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www.dilbert.com scottadams®aol.com

TRY STUFFING
TREE BARK IN
THE CD DRIVE
AND MEDITATING.
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NO, OF COURSE IT
LWON'T DAMAGE
ANYTHING; ITS
ALL NATURAL!




Prevention and Mitigation
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Regular backups!

Use antivirus software and keep it updated
Adequate technology training for staff

A laptop with one or more spare batteries

Digital security is as important as physical security
Computer equipment inventory

Electronic records inventory



