
E-Records and You:

Risk Mitigation &  
the SC Electronic Records Archive



Why is it needed?

ǒ ER/IT may not always be considered in a disaster plan

ǒ The Nature of ER

ǒ Data recovery vendors are very expensive



Risks to Electronic Records

ǒ Fire

ǒ Flood

ǒ Power surges and electrical failures

ǒ Hardware failure

ǒ File format obsolescence

ǒ Hacking

ǒ Data degradation





Human error!

ǒ Accidental deletions

ǒ No backups

ǒ Overwriting a file accidentally

ǒ Use of insufficient passwords

ǒ Uninstalling or overwriting software





Risks to Removable Media

ǒ Obsolescence

ǒ Media Failure

ǒ Overuse

ǒ Improper handling

ǒ Improper storage conditions





Prevention and Mitigation

ǒ Regular backups!

ǒ Use antivirus software and keep it updated

ǒ Adequate technology training for staff

ǒ A laptop with one or more spare batteries

ǒ Digital security is as important as physical security

ǒ Computer equipment inventory

ǒ Electronic records inventory


